


G-CLOUD:

GOVERNMENT AND
CLOUD COMPUTING

“DOING MORE WITH LESS TO DELIVER RAPID RESULTS”
IS THE PREMISE THAT MOST AGENCIES WILL HAVE TO
EMBRACE OVER THE NEXT SEVERAL YEARS.

Government IT has to be transformed to
become more agile and responsive to the needs
of a modern economy.

To achieve the significant transformation
financial savings goals set in place, government
agencies will seek alternative IT delivery models
that enable them to change how they pay for
the servicelT - to move away from managing IT
operations, to consuming IT services.

While “clouds” that deliver IT services using web
protocols through the Internet are emerging

as viable alternative low-cost delivery models
for commercial organisations, there is also an
opportunity to create a secure ‘government
cloud’ environment, to allow government
organisations to take advantage of the same
benefits.

CURRENT IT ENVIRONMENTS ARE
CAUSING FRUSTRATION

With current IT environments the Paretos
principle is in action- with 80% of resource
and effort allocated to ongoing maintanence
and operations; upfront IT capital outlays for
high risk projects with long-term paybacks;
huge balance sheets of IT assets that have to
be upgraded on a continual basis; and rigid IT
infrastructure and legacy design constraints,
leave agency leaders frustrated with their
inability to drive new service innovations.
Often this can be compounded by the way in
which these services must be procured, driving
complex price negotiations that require usage
forecasts years in advance, which of course
leads to bloatware (many features of software
purchased but not used), shelfware (excess
licenses acquired); and a disconnect between
‘use of infrastructure’ and ‘spending on
infrastructure’- with excess capacity for normal
operations but resource constraints during busy
periods.

COMPARING THE TRADITIONAL AND ‘CLOUD’ DELIVERY MODELS

* Each agency has its own infrastructure
* Heterogeneous, complex
e Partly virtualised

e Infrastructure allocated to process
owners

¢ Low ratio of infrastructure to support
staff

¢ Heavy use of fossil fuel grid energy
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¢ Shared, commoditised infrastructure

< Homogenous, simplified

¢ Totally virtualised and optimised

¢ Infrastructure is large shared pool

¢ High ratio of infrastructure staff to
support

¢ New location and design reduces
environmental impact and energy costs

EXAMPLE OF G-CLOUD SERVICES

Software as a Service

* Email and collaboration
* Government 2.0

» Personal Productivity

» Financial Management
» Case Management

* Government App Store

Services that were previously brought, built, leased
or licensed as products (e.g. software, hardware)
are now available on demand, which supports rapid
provisioning, or dynamic entry into and exit from
services.

Services accessible anywhere, anytime through any
smart device using standard Web APIs, Browsers and
Internet standard protocols.

Services scale up and down to provide elasticity (the
illusion of infinite resources).

Services paid for through metered consumption-
only pay for what you use (no more bloatware or
shelfware). Operating expenses are matched to
volumes of activity, delivering improved cash flow
and reduced financial risk.

Platform as a Service

* Testing and Development
Is and hosting for customer

Government Process as a Servi

« Citizen management
» Help desk/support
« Payroll/HR

* Healthcare processe:
Accounts Payable,

Management of the resources that deliver the
services (upgrades, backups, maintenance, etc.) are
all handled by the provider with minimal disruption to
the client

STAKEHOLDER BENEFITS OF THE G-CLOUD

The economies of scale and other efficiencies

will deliver services at reduced cost and with less
environmental impact

Allows the IT department to free up resources for
other valuable contributions and an ability to focus
on driving new service innovations

Allows Government to become more focused on core
issues

Allows both staff and citizens access anywhere,
anytime through any smart device.
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Trust will allow the development of a Cloud that To achieve this outcome, CSC has developed

harmonises the security for transactions and and is implementing a roadmap of orchestration
data with comprehensive transparency of control services to allow organisations to flex across cloud
and result such that it conveys evidence-based and non-cloud environments seamlessly.

confidence that systems within its environment
operate as advertised, and that no unadvertised
functions are occurring.

THE ‘“TRUSTED CLOUD’

Government organisations and agencies hold themselves to a higher account in
terms of their responsibility to manage:

IDENTITY MANAGEMENT

e Security ¢ Quality of service
* Reliability e Service levels W.ho are you... T‘-Ta”y?

i R to include identities for
* Risks + Privacy “things” as well as people
¢ Performance . Comp|ex|ty TRANSPARENCY INTELLECTUAL PROPERTY
- Liability - Procurement AND ASSURANCE e
+ Reputation Ways in which digital trust Going far beyond confidentiality,

is claimed, measured and digital tru§ fgr P COV_e'_'S SL_‘Ch

characteristics as originality,
authenticiy, integrity and

access-usage-rights

acknowledged within and
across the digital enterprise

CcscC

Improved and more efficient
centralsised security

Staff in hotel ) i

Staff in the office (thin client)

Saas Staff ‘on the road’

E-THREATS AND

COUNTER MEASURES

Protection agains threats
and vulnerabilities in a
“connected world”

COMPLIANCE MANAGEMENT

Rules for everything seem
to be everywhere. Managing
MOBILE/WIRELESS compliance is expensive, but
SECURITY non-compliance is even
more expensive

Staff at home

Extension of security and
privacy needs to the
un-tethered World

.! a

=i

e Staff Profile on —
thumb drive Staff at friend’s house
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Trust will allow the development of a Cloud that harmonises the security for transactions and data with
comprehensive transparency of control and result such that it conveys evidence-based confidence that
systems within its environment operate as advertised, and that no unadvertised functions are occurring.
To achieve this outcome, CSC has developed and is implementing a roadmap of orchestration services
to allow organisations to flex across cloud and non-cloud environments seamlessly.

PRIVATE CLOUD Disaster Recovery PUBLIC CLOUD

Fault Tolerance

‘:'.. Security Master Data Management ,-'1
cscC
. e SLA Management ,+*"
e, Administration K
Integration o, o

'* " Provisioning

Transaction logging

Service Oriented Auditing
Architecture (SOA)
Identity Authorisation
v Billing
ITIL Compliance .." 4
. Rolicy:Based Access Policy Administration ‘.,
K Management *e

Directory Services Federation Single Sign-on

COMMUNITY CLOUD LEGACY SYSTEMS

The political, economic, and demographic changes in
Australia are apparent. IT costs have to be cut back,
while IT has to be more responsive to the demands of
a government actively engaging with citizens across
multiple points of access.

“Clouds” that deliver IT services using web

protocols through secure networks are emerging as
viable alternative delivery models, and there is an
opportunity to develop a shared government cloud,
that is secure and reliable, allowing government to
accelerate the delivery of enhanced citizen services
and experiences at lower cost, improved agility and a
reduced impact on the environment.

Opportunities exist today to create IT industry,
Government and Financial Sector partnership(s)
based on defined use of IT services through a
Government Cloud to build, operate, manage

and deliver the necessary services using the well-
established PPP model already common for other
forms of public infrastructure.

Achieving the Australian Government Cloud requires
a shared vision and willingness to invest with

partners to build the dedicated infrastructure. As an
established key provider of critical IT infrastructure
to all layers of Government, CSC is ready, willing and
able to play a leading role as the G-Cloud takes shape
in Australia.

To find out more about CSC’s Trusted Cloud, visit
www.csc.com/cloud
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CsC

Worldwide CSC Headquarters

Australia

26 Talavera Road
Macquarie Park, NSW 2113
Australia

+61(02) 9034 2408

The Americas

3170 Fairview Park Drive
Falls Church, Virginia 22042
United States

+0 703 876 1000

Europe, Middle East, Africa
Royal Pavilion

Wellesley Road

Aldershot, Hampshire GU11 1PZ
United Kingdom

+44 (0) 1252 534000

Asia

139 Cecil Street
#06-00 Cecil House
Singapore 069539
Republic of Singapore
+65 6221 9095

About CSC

CSC is a global leader in providing technology-enabled solutions and services through three
primary lines of business. These include Business Solutions and Services, the Managed Services
Sector and the North American Public Sector. CSC’s advanced capabilities include systems
design and integration, information technology and business process outsourcing, applications
software development, Web and application hosting, mission support and management
consulting. Headquartered in Falls Church, Va., CSC has approximately 92,000 employees and
reported revenue of $16.2 billion for the 12 months ended July 3, 2009. For more information,
visit the company’s website at www.csc.com.au or email Talk_to_us@csc.com.au
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