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ARE YOU PROTECTED FROM TODAY’S THREATS?

THE CHALLENGE

Email and web traffic, critical to ecommerce
and other business processes, introduce risk
in the form of malware and viruses.
Unprotected or vulnerable messaging
infrastructures are regularly used by
cybercriminals as part of elaborate plots that
compromise customers, partners and
employees not to mention increasing the
costs of compliance with regulatory and
industry standards.

Consequently, companies spend billions of
dollars a year to secure their messaging
infrastructures. Over time, the best mix of
individual point solutions can leave gaps that
are easily exploited by cybercriminals and
malicious insiders.

The best defense is a good offense, but
many companies don’t have the expertise,
resources or time to spend on securing the
messaging infrastructure.

THE SOLUTION

CSC CloudProtection for Mail and Web is an
efficient and effective solution that delivers
round-the-clock network protection from
cyber threats and malicious attacks. Early
detection enables quick recovery which
lowers the cost and risk.

In fact, threats are blocked before they even
reach your network. Web use is easily
monitored and managed so that sensitive
content can be identified and controlled.

As a pay-per-use service, CloudProtection
eliminates the need to manage onsite
security hardware and software and
simplifies administration. Our security
experts provide consistent, 24x7 security
management and support.

HOW IT WORKS

CSC CloudProtection for Mail and Web
detects threats in email and web traffic. The
technology integrates best-of-breed
commercial scanners and proprietary
technology to detect and protect against
threats.

In addition to technology, we add decades of
security and compliance experience. Our
security experts configure the security
policies you require, test the policy
definitions and then quickly onboard
CloudProtection.

CloudProtection automatically applies your
defined policies, controls content, and scans
for inappropriate images. This improves
employee productivity and minimizes misuse
of company resources.

This predictable service eliminates the need
to manage hardware or software and does
not require dedicated IT staffing. One
administration portal displays your email and
web security, reducing the costs of
administration and management. Industry-
leading service level agreements (SLAS)
ensure a highly-available, effective, accurate
service with 24x7 support from our security
specialists.



FIND OUT MORE

http://www.csc.com/cloud

NORTH AMERICA
Email: trusted_cloud@csc.com
Call: +1 866 255 0832

EMEA
Email: eur_busdev@csc.com
Call: +44 (0)845 602 4204

AUSTRALIA
Email: talk_to_us@csc.com.au
Call: +61 (0)2 9034 3000

KEY FEATURES

CSC CloudProtection for Mail and Web is a
flexible, highly configurable solution with
comprehensive security features and SLAs:

Email Security and Control

e Anti-Virus: Scans inbound and
outbound email, attachments, macros,
URL links or executables

e Anti-Spam: Protects unsolicited or
unwanted email

e Content Control: Filters based on
security policies

e Image Control: Detects inappropriate

images in email

Web Security and Control

e Protection: Routes web requests and
attachments through spyware and virus
services

e URL Management: Scans website
URL’s and enforces client policies

Message Encryption
e Message: Provides an encrypted private
email network with partner organizations

e« Policy Based: Delivers encrypted
emails based on client security policy

Service Level Agreements
e 100% known and unknown email virus
capture

e 99% spam capture rate
e 100% email delivery
e 100% service availability

e 100% known web virus protection

KEY BENEFITS
CSC CloudProtection for Mail and Web
provides valuable benefits:

¢ Confidence that your messaging
infrastructure is secure

e Consistent round-the-clock expertise
o Lower overall operating costs

e Compliance with pre-defined internal
policies, industry standards and regulatory
guidelines reduce risk

CSC - COMMITTED TO YOUR SUCCESS
With 50 years of system integration
experience, we understand the enterprise.
Customer-centric and platform independent,
we help you select the best technology.
Security is an integral component of all our
offerings, processes and systems. Our high
level of support helps you minimize risks.

Copyright © 2010. Computer Sciences Corporation. All Rights Reserved.
CSC, CSC CloudProtection for Mail and Web, and all CSC logos are trademarks or registered trademarks of CSC.
All other product and service names mentioned are the trademarks of their respective companies.


http://www.csc.com/cloud

