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This Workbook is intended to help you get up to speed on cloud computing and 
then run a workshop jointly with business and IT staff that: 

•	 Examines cloud opportunities

•	 Reviews potential issues

•	 Considers where and how specific information should be processed

•	 Proposes a series of concrete steps your organization can take to begin doing 
business in the cloud

The Workbook concludes with some Frequently Asked Questions (FAQs), which 
includes answers to a selection of the questions on the FAQ section of the LEF 
web site http://lef.csc.com/thecloud/FAQ. This section is publicly available and 
will be updated regularly. You are invited to post any questions of your own there. 

Additional materials and PowerPoint files are available on our web site  
http://lef.csc.com/thecloud and may be adapted for your use. Onsite or remote 
support for workshops is available under the terms of the LEF subscription.

http://lef.csc.com/thecloud/FAQ
http://lef.csc.com/thecloud
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An introduction to cloud computing –  
new opportunities for both IT and the business

As we noted in our July 2009 report, Doing Business in the Cloud, cloud 
computing makes all the major components of computing – hardware, software, 
storage, networking, data, information and expertise – available virtually, 
globally and on-demand, over the Internet. While such capabilities have been 
developing for many years, what’s new is the ability to rapidly assemble and 
disassemble sophisticated, scalable, customized IT resources without any fixed 
capital investment, and to pay by subscription, usage or some other variable cost 
model. Since IT is an integral component of today’s businesses and is frequently 
a company’s single biggest capital cost, this paradigm shift in IT provision is 
having an increasingly disruptive impact on the way that organizations are 
designed, deployed and managed. We believe every business should explore the 
opportunities that cloud computing offers. 

The most important value the cloud brings is not lower costs. It is improved 
agility, not just for IT, but for the business as a whole. Cloud computing is already 
helping world-class organizations operate faster, more flexibly and effectively, as 
well as at a substantially lower cost (some early examples are given on page 12f). 
It is difficult to overstate the significance of the cloud’s ability to enable systems 
and even entire business infrastructures to be built, expanded, reduced, modified 
or shut down entirely without the lag times and fixed costs we have all become 
so used to. Consequently, the biggest cloud computing benefits are being gained 
in business effectiveness areas such as speed, availability, responsiveness and 
innovation. This is the main cloud computing opportunity today. It is the single 
biggest step in improving business/IT agility we can recall. Quantifying these 
benefits is not always as easy as demonstrating lower costs, but the workshop 
suggested in this Workbook will help you to consider issues such as quality, cycle 
time and customer/employee satisfaction, and discover where your organization 
will most benefit from cloud computing. 

Cloud computing should not be evaluated in isolation. As shown in Figure 1, 
it is part of a ‘bow wave’ of IT-related change that is redefining every area of 
your business, from influencing product design and streamlining operations to 
supporting new sales channels and global partnerships. Taken together, these 
innovations are enabling the ongoing ‘co-evolution’ of business and IT, creating 
an environment in which business and IT change are largely inseparable. Thus this 
Workbook encourages you to hold a workshop jointly with colleagues from the 
business to consider the possibilities of working in the cloud. 

While the current global recession has certainly cut deeply into many IT budgets, 
it also makes many businesses more willing to pursue new lower-cost computing 
alternatives. The massive scale of consumerized cloud suppliers has brought with 
it very different business models. A typical large enterprise data centre might 
require one IT administrator for every 20 to 40 servers. However, at leading cloud 
computing firms such as Amazon, the ratio is more like 1 to 2,500 – or more. Thus 
cloud computing can move labour down the list of data centre costs from first 
position to fourth (after power, hardware and facilities). Similarly, today’s leading 
cloud computing vendors achieve substantial savings in hardware costs by using 
large quantities of the cheapest hardware good enough to do the job instead 
of traditional high-end data centre technologies – rather like using paper plates 
instead of fine china. They put the reliability in the software, not the hardware, 
and they expect the hardware to fail without interrupting the flow of the work.

A WORKBOOK FOR CLOUD COMPUTING IN THE ENTERPRISE
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Mashups, DIY tools
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       Consumerization/Web 2.0/  
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   Public infrastructure
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  Unstructured data
Security
Mobility
Green

Your business is
being redefined

• Customers

• Competitors

• Products/services

• Partners/JVs

• Business operations

• Employees

While not every company can do this, they should all analyze their need for 
the ‘fine china’ computer hardware approach and consider more ‘disposable’ 
computing, coupled with smarter software.   

In the near term many firms will acquire the hardware to build a private cloud to 
which they control access. Enterprise data centres cannot achieve all of the scale 
and efficiencies of the cloud vendors.  However, they should make sure they learn 
from the experience of the big public cloud providers.

The cloud offers the efficiencies of just-in-time computing. For a variety of 
historical, political and practical reasons, server utilization in many enterprise data 
centres is as low as 10 percent, a level that would not be tolerated in any other 
expensive capital asset. Cloud computing enables a range of possible solutions 
to this long-intractable industry problem. It can provide the IT ‘safety stock’ of 
the future, reducing computer capacity inventories, smoothing out peak load 
requirements over many customers, and enabling each individual enterprise to run 
at much higher rates of utilization, paying for extra capacity only when needed.

The move to the cloud will happen in stages. First research, development 
and testing will move to the cloud. In these situations, work is often done 
with ‘dummy’ data, which removes most security concerns and makes a rapid 
transition possible. As firms become more comfortable with the cloud they 
will also use it for short-term processing-intensive applications (such as large 
statistical analyses) and disaster recovery, and develop applications that can be 
deployed as services in the cloud. Eventually, the roles will switch. Production will 
move to the cloud and the local data centre will be used for disaster recovery and 
the storage of the most sensitive information. However, this three-stage transition 
to the cloud computing paradigm will not happen overnight. It could easily take 
a decade or more to reshape the enterprise IT computing landscape. At the 
workshop described in this Workbook, you will map out the early stages of your 
move towards the cloud.

Figure 1 – The cloud is part of a bow wave of business and technology change

A WORKBOOK FOR CLOUD COMPUTING IN THE ENTERPRISE
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Thus, we shouldn’t think of the cloud in terms of replacing the data centre, and 
we disagree with those who say that company data centres hosted on company 
premises will cease to exist. Availability, concerns about becoming too dependent 
upon the Internet, and the scale of transition are significant barriers, and legal, 
regulatory and compliance issues make this sort of radical change unlikely in the 
foreseeable future. Instead, you should think about places where performance can 
be dramatically impacted by scalable, on-demand computing. In one example, 
running a test internally would have meant spending $30,000 on hardware and 
software, but only a few dollars in the cloud; in another, the IT department quoted 
a lead time of months to supply the servers for a complex analysis – it took 
minutes in the cloud. 

The most difficult change will be the transition from IT as doers to IT as 
supporters. Increasingly, employees are no longer just passive ‘users’ of IT 
services but are becoming ‘double-deep’, proactively integrating IT know-how 
with their job requirement. Consider how adept many workers have become 
with iPhones, PCs and the web; and that it is already possible for an individual to 
establish a server running in the cloud for ten cents an hour or less, charged to a 
credit card or even a pre-paid debit card. In this sense, employee skills, roles and 
technologies are all evolving together. To empower and support such employees 
with the necessary tools, skills and security, the enterprise IT organization will 
need to shift from being a provider of IT to an enabler of IT. This will be a huge 
cultural change, and many IT groups and professionals will struggle with it. Again, 
the workshop will help you to develop a plan of pilots and education to manage 
this change.

When taking your first steps towards cloud computing, one of the most 
difficult questions is which applications you can move to the cloud. We see the 
architecture of the cloud as a stack of four layers, as shown in Figure 2. At the 
lowest layer, Infrastructure-as-a-Service, you get access to hardware resources, 
but little software support. At the level of Business-Process-as-a-Service, you 
essentially outsource a specific business process. (A good example is outsourced 
payroll from a company such as ADP.) You make use of the process outcomes 
without either staff or capital investment.  

Figure 2 – Think of cloud computing as a series of layers providing choices in control 
and responsibility

Business-Process-as-a-
Service

Software-as-a-Service

Platform-as-a-Service

Infrastructure-as-a-Service

Orchestration-as-a-ServiceFreedom
to

Freedom
from

Orchestration includes services such as monitoring, management, integration,  
security, ID, authorization, scaling and optimization that wrap around the other layers
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Early adopters report that they wished they had adopted a more holistic and 
inclusive approach from the beginning. The cloud will have impacts far beyond 
IT, which is why we encourage you to include the business in discussions such 
as the workshop described in this Workbook. But first you need to gain some 
experience yourself, as suggested in the next section. Once your initial proofs of 
concept have been run and you have developed some level of comfort, start to 
reach out to other parts of the firm that can make use of these new on-demand 
capabilities. For example, talk to marketing about how they might use the cloud 
for large-scale data analysis. Speak with your ERP team about doing development 
and test in the cloud, and spend time with data centre staff exploring the benefits 
of reducing complexity by offloading these tasks, which are typically the source 
of reduced reliability in the data centre.

The future of business is collaboration, and the future of collaboration is in the 
cloud. The business world is increasingly collaborative. Companies routinely rely 
on third-party suppliers of specialized services, and on partners and joint ventures 
to pursue new products, markets and geographies more quickly and effectively. 
Online collaboration is becoming essential, and this often requires traditional IT 
security arrangements to be changed. In partnerships of equals, how can either 
party insist that interactions take place behind its particular firewall? The cloud, 
and more broadly, the Internet, is emerging as the logical, neutral meeting place. 
While cloud computing introduces its own additional security challenges that can 
only be addressed over time, security fears alone are unlikely to derail the cloud 
computing movement. The business risks of not exploring the cloud are even 
greater than those of holding back.

1.	 See Geoffrey Moore, Dealing with Darwin, Capstone 2006.

In this Workbook we will concentrate on the layers of greatest concern to IT 
organizations:  Infrastructure-as-a-Service, Platform-as-a-Service, Software-
as-a-Service and Orchestration-as-a-Service.  Business-Process-as-a-Service 
is a legitimate alternative for meeting enterprise requirements, but it requires 
a detailed examination of the business processes, not just the systems, and is 
beyond the scope of this document.

As you move down the stack you gain the freedom to choose particular features 
and capabilities. Similarly, as you move up the stack you enjoy the freedom 
from concern about how each of the lower levels works. Orchestration-as-a-
Service offers services such as monitoring, management, integration, security 
and optimization, which wrap around the other layers and ensure the whole 
system works as required. A major activity within the workshop described later is 
assessing how far up the stack applications can be pushed. Each layer has its own 
pros and cons, but as a rule of thumb, the appropriate layer is probably driven by 
the extent to which the application is ‘core’ to your business1. If it does not create 
differentiating capabilities, then it is ‘context’ and should be high up the stack.
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2. Get yourself up to speed

Familiarize yourself with the cloud
Become familiar with offerings at each level in the stack – Infrastructure-, 
Platform- and Software-as-a-Service. Below is a list of some of the more 
prominent offerings along with URLs that were accurate when this report was 
published.  We suggest that you, yourself, need to experiment a bit. Develop 
some scenarios for their use and then employ these examples in a workshop with 
your colleagues, as described later in this Workbook. 

Infrastructure-as-a-Service (IaaS) examples:
•	 Amazon AWS http://aws.amazon.com/

-	 Create an Amazon AWS account. You may use your existing Amazon account 
that you use for books. Go to http://aws.amazon.com/

-	 Browse the Customer App Catalog at AWS and find a package that works 
with Amazon’s S3 storage. See http://developer.amazonwebservices.com/
connect/kbcategory.jspa?categoryID=60

-	 Review Dave Winer’s ‘EC2 for Poets’ http://howto.opml.org/dave/ec2/ for 
instructions on how to ‘spin up’ a Windows web server on Amazon

-	 Follow Robert Grossman’s tutorial for launching a Linux box on EC2 and 
running the open source R statistics package http://blog.rgrossman.
com/2009/05/17/running-r-on-amazons-ec2/

-	 Please note that Windows servers, and other proprietary software, have a 
surcharge

•	 Terremark’s VMware vCloud Express http://vcloudexpress.terremark.com/

–	 Note that with Terremark you pay for any servers you have instantiated, 
regardless of whether you are running them or not. Check also the prices for 
connectivity 

–	 Licenses for Windows servers are at the time of writing a surcharge priced by 
the hour; non-OS licenses such as those for database servers are charged by 
the month

•	 Ubuntu Enterprise Cloud, powered by Eucalyptus https://help.ubuntu.com/
community/UEC

•	 Eucalyptus http://open.eucalyptus.com/wiki/EucalyptusFeatures_v1.6

•	 GoGrid http://www.gogrid.com/

•	 Rackspace Cloud http://www.rackspacecloud.com/

•	 Flexiscale http://flexiscale.com/

http://aws.amazon.com/
http://aws.amazon.com/
http://developer.amazonwebservices.com/connect/kbcategory.jspa?categoryID=60
http://howto.opml.org/dave/ec2/
http://vcloudexpress.terremark.com/
http://open.eucalyptus.com/wiki/EucalyptusFeatures_v1.6
http://www.gogrid.com/
http://www.rackspacecloud.com/
http://flexiscale.com/
http://developer.amazonwebservices.com/connect/kbcategory.jspa?categoryID=60
http://blog.rgrossman.com/2009/05/17/running-r-on-amazons-ec2/
http://blog.rgrossman.com/2009/05/17/running-r-on-amazons-ec2/
https://help.ubuntu.com/community/UEC
https://help.ubuntu.com/community/UEC
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Platform-as-a-Service (PaaS) examples:
•	 Microsoft Azure http://www.microsoft.com/windowsazure/?WT.srch=1 or 

http://www.microsoft.com/windowsazure/account/

•	 Google Application Engine http://code.google.com/appengine/

•	 Salesforce’s Force.com http://www.salesforce.com/platform/ or 
https://www.salesforce.com/platform/freeforce/free_force_faqs.jsp

	 -	 You can sign up for trials of either Salesforce.com, the SaaS offering, or 		
	 Force.com, the PaaS offering. The SaaS offering is good for only 30 days. At 	
	 the time of writing, the Force.com Free Edition offers one free application for 	
	 up to 100 users with no time limit. Look for the “freeforce.com” button on 	
	 the screen.

Software-as-a-Service (SaaS) examples:
•	 Zoho http://zoho.com

•	 G.ho.st http://g.ho.st/

•	 Google Apps http://www.google.com/a/cpanel/domain/new

•	 Google Mail http://gmail.com

•	 Google Wave http://wave.google.com

•	 Microsoft BPOS http://www.microsoft.com/business/bpostestdrive/Default.
aspx?pillar=demo or https://mocp.microsoftonline.com/Site/Shopping
CartPage.aspx

Orchestration-as-a-Service (OaaS) examples:
•	 Rightscale http://rightscale.com

•	 CohesiveFT http://cohesiveft.com

•	 Elastra http://elastra.com

•	 Univa UD http://univaud.com

•	 Cloudera http://cloudera.com

	 -	 Cloudera provides support for Hadoop, the open source version of Google’s 	
		 Map/Reduce

•	 Open source tools that provide orchestration capabilities include:

	 -	 Opscode Chef http://www.opscode.com/

	 -	 Reductive Labs Puppet http://reductivelabs.com/products/puppet/

	 -	 Spring Source Hyperic http://www.hyperic.com/

	 -	 Nagios http://www.nagios.org/

http://www.microsoft.com/windowsazure/?WT.srch=1
http://www.microsoft.com/windowsazure/account/
http://code.google.com/appengine/
http://www.salesforce.com/platform/
https://www.salesforce.com/platform/freeforce/free_force_faqs.jsp
http://zoho.com
http://g.ho.st/
http://www.google.com/a/cpanel/domain/new
http://gmail.com
http://wave.google.com
http://rightscale.com
http://elastra.com
http://univaud.com
http://cloudera.com
http://www.opscode.com/
http://reductivelabs.com/products/puppet/
http://www.hyperic.com/
http://www.nagios.org/
http://www.microsoft.com/business/bpostestdrive/Default.aspx?pillar=demo
http://www.microsoft.com/business/bpostestdrive/Default.aspx?pillar=demo
https://mocp.microsoftonline.com/Site/ShoppingCartPage.aspx
https://mocp.microsoftonline.com/Site/ShoppingCartPage.aspx
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References and press articles about the cloud 
that your business colleagues may have read

The Economist
Clash of the clouds  
http://www.economist.com/displaystory.cfm?story_id=14637206&CFID=91595370
&CFTOKEN=48851973

Battle of the clouds  
http://www.economist.com/opinion/displaystory.cfm?story_id=14644393&CFID=9
1595370&CFTOKEN=48851973

Unlocking the cloud   
http://www.economist.com/opinion/displaystory.cfm?story_id=E1_TPSQDTRT&CFI
D=91595370&CFTOKEN=48851973

Where the cloud meets the ground  
http://www.economist.com/specialreports/displaystory.cfm?story_id=E1_TNQTTJ
ND&CFID=91595370&CFTOKEN=48851973

Online debate 
http://www.economist.com/debate/days/view/411 

The Wall Street Journal 
How well do you know the cloud?  (A good quiz to use in your workshop)

http://online.wsj.com/article/SB10001424052970203917304574414852513559232.
html

Microsoft Plans Cloudy, With a Chance of Revenue

http://blogs.wsj.com/digits/2009/11/17/microsoft-plans-cloudy-with-a-chance-of-
revenues/ 

Why can’t we choose our office technology?

http://online.wsj.com/article/SB100014240527487035672045744990329453098
44.html 

The Financial Times
IT outsourcers face cloud computing challenge

http://www.ft.com/cms/s/0/db40f014-8b55-11de-9f50-00144feabdc0.html

Microsoft sets ‘cloud’ computing launch

http://www.ft.com/cms/s/0/f7b19fda-709f-11de-9717-00144feabdc0.html 

Business Week
How Cloud Computing Can Help Small Businesses

http://www.businessweek.com/magazine/content/09_68/s0908060315092_
page_2.htm

How Cloud Computing Is Changing the World

http://www.businessweek.com/technology/content/aug2008/
tc2008082_445669.htm

Cloud Computing Is No Pipe Dream

http://www.businessweek.com/technology/content/dec2008/tc2008128_745779.
htm

http://www.businessweek.com/technology/content/aug2008/tc2008082_445669.htm

http://
http://www.ft.com/cms/s/0/f7b19fda-709f-11de-9717-00144feabdc0.html
http://www.businessweek.com/technology/content/aug2008/tc2008082_445669.htm
http://www.economist.com/displaystory.cfm?story_id=14637206&CFID=91595370&CFTOKEN=48851973
http://www.economist.com/opinion/displaystory.cfm?story_id=14644393&CFID=91595370&CFTOKEN=48851973
http://www.economist.com/opinion/displaystory.cfm?story_id=E1_TPSQDTRT&CFID=91595370&CFTOKEN=48851973
http://www.economist.com/specialreports/displaystory.cfm?story_id=E1_TNQTTJND&CFID=91595370&CFTOKEN=48851973
http://www.economist.com/debate/days/view/411
http://online.wsj.com/article/SB10001424052970203917304574414852513559232.html
http://blogs.wsj.com/digits/2009/11/17/microsoft-plans-cloudy-with-a-chance-of-revenues/
http://online.wsj.com/article/SB10001424052748703567204574499032945309844.html
http://www.businessweek.com/magazine/content/09_68/s0908060315092_page_2.htm
http://www.businessweek.com/technology/content/aug2008/tc2008082_445669.htm
http://www.businessweek.com/technology/content/dec2008/tc2008128_745779.htm
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BRIDGING THE GAP BETWEEN THE CIO AND THE BOARD 

Teaching others
Creating hands-on learning experiences is vital to helping others understand 
cloud computing. In particular, make sure that everyone who participates in the 
workshop experiences two things. First, that with a few clicks of the mouse a 
machine can be created that is at their beck and call. And second, that with a few 
additional clicks, that very same helpful machine can be gone forever.

Keeping up to speed
Like the iPhone, the cloud is on a path of very rapid development. Something 
that is a limiting factor today may change tomorrow. More than most areas, the 
cloud needs ongoing attention. You need to designate someone to keep track of 
developments, monitor blogs and Twitter, and communicate important news and 
events to others in the organization.
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At BP, cloud computing solved a short-term 
capacity problem that its existing data centre 
had no cost-effective way of addressing
After an initial success using Amazon’s EC2 service, BP began a 
series of experiments in the cloud. One of the most important was 
with SAP, where BP has undertaken a substantial consolidation 
of systems, which has required new processes and designs. The problem was 
that there were not enough servers available for the process teams to do the 
necessary development and testing. Queues and delays resulted, because IT saw 
this as a peak load problem and so did not want to commit more servers to it. 

BP was intrigued by the idea that in the cloud it could run multiple development 
and test systems in parallel, greatly reducing delays. Initial efforts were not very 
successful. The first Amazon virtual machines were not fast enough to run SAP’s 
R3 and its database effectively. However, as Amazon began to introduce more 
capable servers, it soon became practical to run SAP in the cloud. Fortunately, 
software licensing was not an issue because the terms of BP’s contract only 
required it to pay for production instances of SAP, not development and test. 

Along the way BP learned a number of lessons both about the cloud and about 
itself. For example, it discovered that there was a very substantial cost associated 
with its IT procurement process. Development teams not only had to navigate 
the capital expenditure process, but they also had to do due diligence in the 
data centre about where the boxes would go and what requirements they had. 
A second lesson was that although its internal server provider would provide 
free replacement parts in case of a technical problem, at BP the cycle time for 
configuring and installing a new physical server was typically measured in days or 
weeks, whereas spinning up a new server in the cloud took a matter of minutes.

2.	 Hadoop is a framework for running applications on large clusters of commodity hardware. Hadoop divides the 
application into many small fragments of work, each of which may be executed or re-executed on any node in 
the cluster. 

CASE STUDY

Lilly used the cloud to deliver speed and 
flexibility to its researchers
In mid-2008, a Lilly researcher calculated that he needed 50 
servers to do his analysis. The IT organization told him it would take three months 
to provide them. That very afternoon, he and Dave Powers, a Lilly IT specialist 
assigned to support the drug discovery unit, started experimenting with using 
Amazon’s EC2 service. Though they initially encountered a series of problems, 
they were able to iterate quickly towards a solution, creating a ‘Hadoop cluster’ 
designed for data-intensive applications2. 

Much to their surprise, they soon realized they needed not 50 servers but 250. 
Working with virtual servers in the cloud, they just changed the number in a 
command line. But suppose they had waited three months for their 50 servers 
and then found they were off by a factor of five? This story is a good example of 
how speed and flexibility can be more significant even than price. 

Examples of early uses of the cloud
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Eventseer turned to the cloud  
rather than invest in expensive  
internal hardware
Eventseer (www.eventseer.net) is a Norwegian-based search engine for 
academic conference and workshop events. It scans global call-for-paper emails 
and indexes relevant conference information. For each of the researchers it 
follows, Eventseer creates a personal tracker that generates an alert whenever a 
tracked event is updated, or when particular people, topics or organizations are 
mentioned. It’s a powerful web-based system for communicating with dispersed 
researchers in a variety of fields. 

As the number of people tracked grew, the internal server was not fast enough to 
update the pages in time. Regenerating more than 750,000 highly interconnected 
pages on a single server would have taken an unacceptably long seven days, and 
even longer as the site became more complex. Rather than try to get funding 
for more hardware, Abiody AS (which runs Eventseer) decided to use the 
cloudbursting approach to divide the work so that part of the task could be done 
in the cloud, with the results brought back to the internal server that supports 
registered user access. Every night, the pages are regenerated on an array of 
25 Amazon EC2 instances in just five hours, building a social map for each of 
the 750,000 scientists covered. The cost is about the same as a pint of beer in 
Norway – more expensive than a pint of beer in most places, but still far cheaper 
than upgrading Eventseer’s internal hardware.

CASE STUDY

By applying lessons from the cloud, Bechtel 
can mobilize engineering projects in days 
instead of months
CIO Geir Ramleth began his journey to the cloud by asking 
questions of cloud vendors, including: What does YouTube pay 
for bandwidth that it can afford to deliver so many video streams for free? What 
does Google do operationally that lets it offer so many services for free? How 
does Amazon standardize in a way that lets it offer online storage for five percent 
of what we pay internally? How does Salesforce manage a global installation with 
just one instance that needs to be updated?

Applying lessons from the cloud has enabled Bechtel to fundamentally change 
how it operates. This change has now rippled through the entire business. 
Recently a Bechtel SVP said publicly that in the past it would take it 90 days to 
mobilize support for a new, big engineering project. Now, he said, “if we get a 
contract on Friday we can start the following Monday.” 

Going forward, Bechtel is investigating the combination of Eucalyptus in a 
Bechtel data centre with Amazon in the public cloud.
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The cloud computing workshop – 
introduction and agenda

Business-Process-as-a-
Service

Software-as-a-Service

Platform-as-a-Service

Infrastructure-as-a-Service

Orchestration-as-a-Service

•	 Discussion of cloud computing trends, issues and business experiences

•	 Review and demonstration of sample cloud computing offerings

•	 Identification of your cloud computing opportunities

•	 Issues and options for introducing cloud computing into your business

•	 Definition of next steps and priorities for moving forward

Workshop leaders – <Your Name(s) here>

Workshop
agenda

Private cloud Public cloud
Hybrid cloud

App 
loads

App 
loads

App 
loads

Flexibility and choice

Standards

Trusted
Reliable
Secure

Efficient 
Flexible 
Dynamic

Cloud computing 
opportunities

Issues and options Next steps

Distinctive projects

Enabling projects

Foundation projects

Architecture and governance projects

High-priority
project launch

Medium-priority
project launch

Low-priority
project launch

Increased business value results

More strategic 
capability

Increased business 
agility

More operational 
efficiency

Increased
conformity

Plan year 1 Plan year 5

Figure 4 – The workshop agenda 

The workshop is designed to enable IT and the business to agree a path forward 
towards introducing cloud computing capabilities in your firm. The suggested 
structure for the workshop begins with a presentation on cloud computing based 
on the experiments you have done using the various sites described above, in the 
‘Familiarization’ section. It is especially valuable to both talk about a possibility 
(such as Amazon’s EC2) and show it live, on screen, in the same breath. Some 
of the examples will take a few minutes to come up, so you need to think about 
sequencing and how you can move on while a new instance is booting. 

You can download presentations of different cloud offerings from the LEF 
website at http://lef.csc.com/thecloud/. We recommend you also review the 
report Doing Business in the Cloud: Implications for Cost, Agility and Innovation at 
http://lef.csc.com/research/projects/Default.aspx?id=9522.

http://lef.csc.com/thecloud/
http://lef.csc.com/research/projects/Default.aspx?id=9522
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Choose the best cloud topologies

Figure 7 – Deciding which cloud implementations are appropriate for you

What are the  
implementation options?

Discussion questions:

•	 What cloud topology makes most sense for each 
application/cloud hierarchy opportunity?

PrivateHybrid

Public Hybrid

Cloud topology options

Issue complexity
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Application category

1.	 Analysis and reporting

2.	Business management

3.	Business operations

4.	Engineering

5.	Employee productivity/ 
empowerment

Cloud hierarchy

A.	Business-Process-as-a-Service

B.	Software-as-a-Service

C.	Platform-as-a-Service

D.	Infrastructure-as-a-Service

Cloud computing capabilities can be implemented via different topologies. The 
fourth step in the workshop is to wrestle with the question of what kind of cloud 
should a particular application move to, and at what layer in the cloud ‘stack’ that 
application should be performed.

Cloud implementations vary widely, from those that are consumer-driven and 
public, to those that are hosted in private on your own equipment. However, 
increasingly, using tools such as CohesiveFT’s VPN-Cubed, Amazon’s Virtual 
Private Cloud or Google’s Secure Data Connector, public and private clouds are 
becoming combined into hybrids. Hybrid clouds offer the ability of ‘cloudbursting’ 
to the public clouds to gain more capacity, on demand, to meet peak loads. 
(Historically, every application was provided with its own peak load capability, 
which is the primary cause of the low utilization of many data centres. Nowhere 
else in the modern organization do we have significant assets that are utilized at 
only 10 percent.)

As we said earlier, we do not expect the enterprise data centre to go away. It will 
likely shrink, but increasingly it will use cloud technology and be connected to a 
variety of public clouds. Thus in time the hybrid approach will probably evolve to 
become the dominant topology.  

Business-Process-as-a-
Service

Software-as-a-Service

Platform-as-a-Service

Infrastructure-as-a-Service

Orchestration-as-a-Service

HighLow

High

Low
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As part of the process of considering moving an application to the cloud, 
examine the extent to which it is core to the business. By ‘core’ we mean, as 
Geoffrey Moore suggests in his book Dealing with Darwin, does this application 
cause people to buy from us instead of someone else?  If the answer is no, 
then use the move to the cloud as an opportunity to move it up the stack 
where it requires less of scarce management attention. For instance, for most 
organizations, email is not a differentiator that causes people to buy from them. 
So rather than hosting your email in the cloud, you should consider purchasing a 
Software-as-a-Service vendor such as Google Gmail or Microsoft BPOS.

If, however, the application does cause people to buy from you instead of 
someone else, then consider pushing it down the stack to Platform-as-a-Service 
or Infrastructure-as-a-Service, so that you have maximum fine-grained control.

The task of this matrix is to identify, for specific applications in each of the 
categories, what is the right level in the stack and what is the right type of 
cloud.  For example, for each of the specific applications in the ‘Analysis and 
Reporting’ category (Category 1), you need to agree what is the right level in 
the stack (A through D, Infrastructure through Business Process) and what is the 
right topology (public, private or hybrid).  As you work through the applications 
in the ‘Analysis and Reporting’ category you may find significant variation in the 
appropriate stack level and topology. Some may be areas that you later deem 
too immature to use at the moment, but that will become appropriate in the 
near future.

At the conclusion of this step you should have a good feel for the types of 
clouds that are appropriate and the levels at which specific applications should 
be deployed. This will provide important information to help you prioritize and 
sequence your cloud efforts.
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Assess your adoption strategy

 Figure 8 – Mapping your cloud strategy: How will you get there from here?	

Your adoption strategy  Implementation options

Early 
adopter

Fast 
follower

Mass
market

Cloud 
sceptic

Public
cloud

Private 
cloud

Hybrid
cloud

Analysis and 
reporting

 
 

Business  
management

 
 

Business  
operations

 
 

Engineering
 
 

Employee  
empowerment/
productivity

Other
 
 

Before you start making near-term plans you should do a strategy check, looking 
at your adoption strategy for moving from where you are to where you want to 
be. Assess the risks and your appetite for them, by application area. 

Discuss the appropriate adoption strategy for each of the application areas you 
have identified in your organization. Do you want to be an early adopter, a fast 
follower, a mass-market adopter – or are you a cloud sceptic for that application 
area?  What has been the culture of your firm in the past in areas such as personal 
computing, mobility and Internet usage?  Does this culture need to change? 

There are risks associated with each of these adoption strategies. Based on our 
work to date we would say that waiting is definitely not risk-free.  Indeed, we see 
the risks of not moving to the cloud in some fashion as actually being higher than 
the risks of adoption.



22

A WORKBOOK FOR CLOUD COMPUTING IN THE ENTERPRISE

Decide on pilot projects and educational efforts

Figure 9 – Planning your next steps

What are the next step actions?

Discussion question:

•	 What are the prioritized actions for 
moving forward from this workshop?

Key
opportunities This year Next year

Studies

Pilots

Deployments

The last step is to have a discussion, as a group, about the specific actions your 
organization should take. This means assessing what key opportunities have 
emerged from the workshop and what actions you should take both this year  
and next to help advance these initial ideas on cloud computing opportunities. 

In what areas do you need to do studies to flesh out some issues? Where can 
you run pilots to get real world feedback?  And where can you begin to deploy 
applications in the cloud? 

As you develop a list of options it is important for you to prioritize them since there 
are likely to be more than you can digest in the short term. 

While you will no doubt have your own initial hypotheses, it is also likely that new 
ideas and uses will emerge from the discussion. For example, in one workshop, 
the discovery that storage was a lot cheaper in the cloud led manufacturing to say 
it would like to keep much more data on its operations and analyze it for subtle 
trends. In another workshop it came out that there was an immediate need for 
additional disaster recovery for basic business processes such as email. 

Next steps

Private cloud Public cloud
Hybrid cloud

App 
loads

App 
loads

App 
loads

Flexibility and choice

Standards

Trusted
Reliable
Secure

Efficient 
Flexible 
Dynamic

Business-Process-as-a-
Service

Software-as-a-Service

Platform-as-a-Service

Infrastructure-as-a-Service

Orchestration-as-a-Service
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4. Frequently asked questions (FAQs)

How do you define the cloud?

What are the cost savings in moving to the cloud?

How do we choose what level in the cloud is appropriate?

How much security is enough?

Can we use the cloud to handle peak loads?

What is the sequence or roadmap for moving to the cloud?

What will my data centre look like if production is in the cloud?

What are the things that I do today that will become critical in the cloud?

How do we organize to take effective advantage of the cloud?

How do we make it easier to do things the right way rather than any other way?

The transition to the cloud will be a topic of interest for a long time.  As you move 
forward with your cloud efforts, feel free to contribute questions to the Cloud 
FAQ section of our web site. A selection of FAQ items is provided below.  We will 
also supply an updated version online at http://lef.csc.com/thecloud/FAQ.  

http://lef.csc.com/thecloud/FAQ
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How do you define the cloud?
The US government National Institute of Standards and Technology is now 
on version 15 of what it describes as “an evolving paradigm”. The core of its 
definition is:

“Cloud computing is a model for enabling convenient, on-demand network 
access to a shared pool of configurable computing resources (e.g., networks, 
servers, storage, applications, and services) that can be rapidly provisioned 
and released with minimal management effort or service provider interaction. 
This cloud model promotes availability and is composed of five essential 
characteristics, three service models, and four deployment models.” 

For the details see http://csrc.nist.gov/groups/SNS/cloud-computing/

We are more interested in the impact of cloud computing on the business. We 
define cloud computing as follows:

Cloud computing is the latest major phase of information technology evolution, 
in which all the major components of computing – hardware, software, storage, 
networking, data, information and expertise – are becoming available virtually, 
globally and on-demand from either “multi-tenant” public or single-customer 
private facilities, typically through some type of subscription, pay-per-use 
or other variable cost model. While such facilities have been developing for 
many years, today’s ability to rapidly assemble and disassemble sophisticated, 
scalable and customized information technology resources in an increasingly 
self-service manner, without any fixed, capital investment is unprecedented, 
and is having an escalating and increasingly disruptive impact on the way that 
businesses are designed, deployed and managed.

We also think that the roots of the cloud are in the consumerization of 
information technology and the emergence of public infrastructure.

What are the cost savings in moving to the cloud?
As we have said before, the most important value the cloud brings is not lower 
costs but improved agility and business effectiveness. Therefore we recommend 
that you focus, initially, on doing new things that your current environment 
cannot support rather than solely cutting costs.

But the answer to this question depends on the answers to two more: what does 
it cost in the cloud, and what does it cost us today? 

The cost of computing in the cloud has a number of components including the 
costs of processing, storage and communications. Savings in these direct costs 
are easily captured by the short billing intervals. The important thing in the cloud 
is to make sure that you invoke resources only when you need them and only in 
the quantity that you need. A little trickier to measure is the impact on the cost 
of managing systems. Especially for those who don’t have extensive VMware 
experience, the move to the cloud can ease time-consuming tasks. For example, 
replacing a dead server, even if the vendor gives you a new one for free, can 
take a long time. In the cloud it can be done in minutes. There is also the cost of 
getting your staff up to speed on using these new tools. You may want to talk to 
your HR department about a training budget that may be used for cloud projects.

Answering the second question requires Activity Based Costing (see  
http://en.wikipedia.org/wiki/Activity_based_costing). The problem is that 

http://
http://en.wikipedia.org/wiki/Activity_based_costing
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buying, installing and maintaining servers requires services from all over the 
organization. There is a classic example of a window manufacturer with a 
special ultra-expensive line of windows that were customized for each sale. The 
assumption was that since they were so expensive they must be profitable, but 
when the cost of all the extra administrative work was identified, they were found 
to be no more profitable than regular windows. One of our subscribers estimated 
that it could cost as much as $100,000 to approve, procure, plan and install a 
server – above and beyond the direct purchase price.

How do we choose what level in the cloud  
is appropriate?
Take a look at Figure 2, the cloud stack, and review the text on page 7. Use 
moving to the cloud as an opportunity to free up management attention by 
pushing non-core activities up the stack. At the same time, moving to the cloud 
gives you the opportunity to differentiate your core activities by moving them 
down the stack to benefit from the greater flexibility there.

Be careful not to confuse core with mission critical. There are activities that are 
mission critical, but which may not be core. By ‘core’ we mean those activities 
that cause customers to buy from you instead of someone else.

How much security is enough?
This question has to be answered in the context of specific data – you have to 
decide what is appropriate for each type of data.

Historically we have not made very fine distinctions between data elements, 
preferring to treat everything the same way. This one-size-fits-all approach would 
mean that we would have to treat all data in the cloud the same as the most 
sensitive element. 

To take advantage of public clouds we need to make some distinctions. Consider 
a contract that has many pages of boilerplate and a relatively small amount of 
sensitive information. We may decompose the data in the contract such that 
the sensitive part is held locally, perhaps in the country of origin, whereas the 
non-sensitive part is held in a public cloud.

We expect public clouds to get more secure over time. Several firms are now 
deploying private clouds today with the expectation that they will become hybrid 
public/private clouds over time.

For a good checklist see the Security Guidance document from the Cloud 
Security Alliance: http://www.cloudsecurityalliance.org/

Can we use the cloud to handle peak loads?
Data centres in many enterprises run at only 10 percent utilization. This is usually 
because each application was installed with the extra capacity needed for it to 
run at its peak, independent of any other application, and the hardware procured 
was planned to handle multiple years’ growth. The cloud makes it possible to look 
at exchanging that local ‘safety stock’ for capacity on demand in the cloud.

There are two approaches. One is to shift work running in the data centre to 
the cloud to free up resources in the data centre. The other is ‘cloudbursting’ – 
procuring additional servers dynamically, as needed, in the cloud. The low cost 
of storage in the cloud makes it relatively cheap to pre-position systems in the 
cloud, to be started as needed.

http://www.cloudsecurityalliance.org/
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But cloudbursting requires that applications be designed for horizontal scaling. 
Only a fraction of our portfolio is designed this way today, but this will change 
over time, following the evolution of processor architecture from faster single 
processors to multi-core machines.

What is the sequence or roadmap for moving  
to the cloud?
Early usage of the cloud is being led by development and testing using 
non-sensitive data. Closely following that is the use of the cloud for data analysis. 
In some firms the marketing department may reach the cloud first. The next major 
step will be when organizations have developed enough confidence to use the 
cloud for disaster recovery. Cheap disk storage in the cloud or clouds means that 
data and systems can be pre-positioned.

Once organizations are comfortable with disaster recovery in the cloud, we 
expect to see a move to run production in the cloud and increasingly use the local 
data centre for disaster recovery and the storage of the most sensitive data.

What will my data centre look like if production  
is in the cloud?
We expect that, ultimately, production will be in the cloud and the local data 
centre will have two roles: 1) disaster recovery and 2) keeping the most sensitive 
data. There will always be a need for some internal capacity. Our expectation is 
that the local data centre will shrink – it may become a Cisco UCS box under the 
CFO’s desk – but it will not go away. The CIO still has to be able to answer in the 
affirmative if the CEO asks, “If the Internet goes dark, can we still send out bills?”

What are the things that I do today that will become 
critical in the cloud?
Today security is largely the responsibility of dedicated IT security staff who 
operate, monitor and create policies. In the cloud responsibility becomes shared 
with staff who are increasingly IT literate. Today, we treat users as children. As we 
move to the cloud we need them to behave as adults.

We will need to be clear about what our expectations of employees are. In our 
work on consumerization we have discussed how some firms have developed  
a two-page ‘Big Rules’ document that makes explicit what is expected. (See 
 pages 26-27 of the LEF report entitled Global Business Collaboration: Where 
culture, technology, and innovation meet.)

With those expectations in place we will need to ramp up the training we provide 
to employees. We do some today. We need to do a lot more in future as we 
switch from doing things to or for employees and starting doing things with them.

How do we organize to take effective advantage  
of the cloud?
It helps to start by realizing that the biggest enemy to effective use of the cloud 
may well be ourselves. Many firms outsourced years ago and no longer do many 
of the day-to-day activities that systems require. When moving to the cloud, the 
outsourcer is not always part of the process. What this means is that the internal 
IT organization has to pick up the work. The problem is that this work is typically 
not the official job of anyone in the retained IT organization. As a consequence 
there may be no-one specifically tasked with the various responsibilities. 
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The key is to examine the work that needs to be done and make sure it is 
someone’s explicit job, either internally or from your outsourcer. If it is just 
another task layered on top of a busy list of things for someone to do, it will not 
get done effectively and the advantage of the cloud may not be gained.

How do we make it easier to do things the right way 
rather than any other way?
In the stack diagram in Figure 2 on page 6 there is a layer that wraps around all 
the layers of the cloud stack. This layer is called orchestration. There are a variety 
of functions that need to be performed by orchestration including security, 
identity management and governance. If done right, these functions should make 
it easier, cheaper and faster to do it the right way rather than any other.

For example, rather than have individuals set firewall rules for their virtual 
machines in the cloud, we should have software that does it for them, according 
to our enterprise needs. We also need some notification that servers have been 
started and that money is being spent. Products such as Rightscale are available 
to perform a number of those functions.

Critical capabilities (such as governance and resource allocation/management) 
still need to be created for this new environment. Such governance needs to be 
lightweight and fast. Employees should be encouraged to make use of new cloud 
capabilities – with its low price, you can even think of it as training.

However, the freedom to innovate comes with an obligation to let others know 
what you are trying to do and what you have learned. We see a real opportunity 
for micro-blogging and tagging to be a part of the formal governance process. 
If your orchestration layer looks and feels like a Web 2.0 app, you are probably 
headed in the right direction.
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Appendix –  
Forms for use in the workshop

The following charts are provided for you to copy and use in your workshop. 
The application categories given in the charts are typical of the majority of 
businesses, but you should change these and any other headings in the charts to 
suit your own organization.
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technology issues, examine proven state-of-the-art  
practices, and leverage CSC’s technology experts,  
alliance programmes and events.  For more information 
about LEF programmes, visit www.csc.com/lef
 
The LEF Executive Programme is a premium, fee-based 
programme that helps CIOs and senior business  
executives develop into next-generation leaders by  
using technology for competitive advantage in wholly 
new ways.  Members direct the research agenda, interact 
with a network of world-class experts, and access topical 
conferences, study tours, information exchanges and 
advisory services. For more information about the  
LEF Executive Programme, visit lef.csc.com




