1. CONTRACT ID CODE PAGE OF PAGES

AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT J 1 | 2
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8. NAME AND ADDRESS OF CONTRACTOR (No., street, county, State, and Zip Code) 9A. AMENDMENT OF SOLICITATION NO.
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11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

[ ]The above numbered solicitation is amended as set forth in Item 14. The hour and date specified for receipt of Offers [ ] is extended, [ ] is not extended.
Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods:

(a) By completing Items 8 and 15, and returning one (1) copy of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; or
(c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED
AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by
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reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.
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@) A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER
NO. IN ITEM 10A.
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B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office,
appropriation date, etc.)SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b).

[X] C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:
FAR CLAUSE 52.243-1-- CHANGES FIXED PRICE(AUG 1987)
[1] D. OTHER (Specify type of modification and authority)

E. IMPORTANT: Contractor [ ]is not, [ X]is required to sign this document and return 1 copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.)
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JAYNE LEITER, Pr. Contracts Administrator Rochelle M Lee, Contracting Officer
15B. CONTRACTOR/OFFEROR 15C. DATE SIGNED 16B. UNITED STATES OF AMERICA 16C. DATE SIGNED
/sIJAYNE LEITER 19-Mar-2009 By /s/IRochelle M Lee 19-Mar-2009
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PREVIOUS EDITION UNUSABLE Prescribed by GSA
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Naval Facilities Engineering Command Atlantic

6506 Hampton Blvd.

Norfolk, VA. 23508

jennifer..McGuire@navy.mil, (757) 322-4523

2. Block 6 ADMINISTERED BY

From:

DCMA Maryland

217 East Redwood Street, Suite 1800

Baltimore MD 21202-5299

To:

Naval Fecilities Engineering Command Atlantic

6506 Hampton Blvd.

Norfolk, VA. 23508

3. CONTRACT ADMINISTRATION DATA

Submission of Invoices-
Invoices shall be submitted electronically to the following email address:

From: jonathan.bents@navy.mil

To: NFAinvoicesET @navy.mil

A Form 7300 shall be submitted for electronic payment with each invoice.

All other terms and condition remain unchanged



mailto:nnifer.l.McGuire@navy.mil
mailto:jonathan.bents@navy.mil
mailto:NFAinvoicesET@navy.mil

CONTRACT NO. DELIVERY ORDER NO. PAGE FINAL
N00178-04-D-4030 Juol 3of 12

SECTION C DESCRIPTIONS AND SPECIFICATIONS

23 January 2007

STATEMENT OF WORK

FOR

PROGRAM MANAGEMENT SUPPORT TO THE
NAVAL FACILITIES ENGINEERING COMMAND
INFORMATION ASSURANCE PROGRAM

1.0 BACKGROUND: For the past severa years, NAVFAC CIO and NETWARCOM, in response to ongoing security
threats and attacks, has aggressively pursued avariety of information assurance efforts aimed at protecting the
Navy’sIT infrastructure and assets and increasing the | A awareness and skillslevelsin itsworkforce. The Navy
Cyber Assets Security Reduction & Security (CARS) initiativeis an effort to further reduce the portfolio of
applications, legacy networks and servers and to “re-home” specified I T assets behind Information Assurance
infrastructure provided by the Navy Marine Corp Intranet (NMCI) or select “trusted” regional enclaves. Overarching
Information Assurance training and certification requirements that apply to NAVFAC are outlined in DOD Instruction
8570.1M.

NAVFAC CIO's plan to accomplish the required reductions in applications and infrastructure is to be accomplished
by avariety of carefully choreographed, integrated and inter-dependent activities. NAVFAC legacy applications and
assets must be continuously supported and secured in accordance with NETWARCOM policy and the DOD
Information Technology Security Certification Accreditation Process (DITSCAP) asthey transition from legacy
environmentsinto NMCI or other approved enterprise environments. NAVFAC I T infrastructure, applications,
systems networks and workforce must satisfy NETWARCOM and Federal Information Security compliance goalsin
order to prevent service interruptions and/or shut-downs of an application, network, circuit, and/or user account.

2.0 SCOPE: This Statement of Work (SOW) addresses the information assurance technical services required as
follows:

IA Program Management Tasks.
* Work with Assistant CIO for A to define and document | A business processes.

« Provide technical and application support to field component | A workforce and Program Management team
members. This may bein the form of training or process improvement coverage.

« Coordinate | A strategies and planning efforts at the direction of the Assistant CIO for IA.
* Coordinate with Field IAM on Navy Firewall Compliance tasks
* Assist CIO in administration and tracking of NAVFAC User Awareness Training

* Provide quality assurance review and tracking for all System Security Authorization Agreement (SSAA) documents
in accordance with prescribed by NETWARCOM guidance for all NAVFAC applications, systems, servers, and
networks by 30 September 2007.
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* Support ClO in the accurate reporting of FISMA datato DON in prescribed formats and timeframes

* Assist CIO in working/resolving Personally Indentifiable Information (PI1) issues, incident and/or data calls.

IA Program Management Application Initiatives
» Manage and update the content of the IA Application, which resides on the NAVFAC Portal.

* Provide ongoing | A technical support to NAVFAC Information Assurance Managers on the execution,
management, and tracking of Information Assurance Vulnerabilitiesand NETWARCOM tasking, including the
development of IAM standardized procedures for IAVM Management.

* Work with NAVFAC Assistant CIO for | A personnel in the development of briefs, presentations, and other
reporting instruments for A Application initiatives.

* Prepare NAVFAC HQ updates to field activitiesregarding |A Application compliance issues, status, (such ase-
mails, telephone contacts), and correspondence as required to provide effective command-wide program
communication.

Business Process Enhancement Support

* Work with the NAVFAC Information Assurance Managers (IAMs) to document sol utions and develop and
maintain a method for their dissemination.

» Work with the |A Application workforce points of contact/team members to define specific |A Application business
processes, which can be modified/tailored to optimize command resources while complying with
Navy/NMCI/NAVFAC program requirements

3.0 SKILL SET: Strong oral and written communication skills and Project management expertise.

4.0 LEVEL OF EDUCATION/EXPERIENCE: A minimum of five years of demonstrated experience in providing
technical support for large Information Assurance and/or Information Security programsis required. Specialized
expertise working with Federal and/or Defense Information Assurance, DITSCAP, FISMA and/or CISSPcertification
ishighly desirable.

5.0 PERIOD OF PERFORMANCE: The period of performanceis one year from notice to proceed with three option
years.

6.0 PLACE OF PERFORMANCE: NAVFAC Headquarters, Washington, D.C.
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SECTION D PACKAGING AND MARKING
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SECTION E INSPECTION AND ACCEPTANCE

not applicable
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SECTION F DELIVERABLES OR PERFORMANCE

CLIN - DELIVERIES OR PERFORMANCE

The periods of performance for the following firm items are from date of task order award through 12 months
thereafter, estimated at:

2000 5/30/2007 - 5/29/2008
2001 6/12/2007 - 5/29/2008
2002 5/29/2008 - 5/30/2009
2003 5/30/2008 - 5/29/2009
2004 3/12/2009 - 5/29/2009

The period of performance for the following option items are from date of option exercise through 12 months
thereafter, estimated at:

5000 5/30/2009 - 5/29/2010
5001 5/30/2010 - 5/29/2011
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LLA :

AC 17 09131205 2593 25225 0 068732 2D 9RC075 AA000271CI OQ
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SECTION H SPECIAL CONTRACT REQUIREMENTS

not applicable
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SECTION | CONTRACT CLAUSES

Standard clauses shall apply
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SECTION JLIST OF ATTACHMENTS






