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SECTION C DESCRIPTIONS AND SPECIFICATIONS

23 January 2007 

STATEMENT OF WORK

FOR

PROGRAM MANAGEMENT SUPPORT TO THE

NAVAL FACILITIES ENGINEERING COMMAND

INFORMATION ASSURANCE PROGRAM

1.0 BACKGROUND: For the past several years, NAVFAC CIO and NETWARCOM, in response to ongoing security 
threats and attacks, has aggressively pursued a variety of information assurance efforts aimed at protecting the 
Navy’s IT infrastructure and assets and increasing the IA awareness and skills levels in its workforce. The Navy 
Cyber Assets Security Reduction & Security (CARS) initiative is an effort to further reduce the portfolio of 
applications, legacy networks and servers and to “re-home”  specified IT assets behind Information Assurance 
infrastructure provided by the Navy Marine Corp Intranet (NMCI) or select “trusted”  regional enclaves. Overarching 
Information Assurance training and certification requirements that apply to NAVFAC are outlined in DOD Instruction 
8570.1M.

NAVFAC CIO’s plan to accomplish the required reductions in applications and infrastructure is to be accomplished 
by a variety of carefully choreographed, integrated and inter-dependent activities. NAVFAC legacy applications and 
assets must be continuously supported and secured in accordance with NETWARCOM policy and the DOD 
Information Technology Security Certification Accreditation Process (DITSCAP) as they transition from legacy 
environments into NMCI or other approved enterprise environments. NAVFAC IT infrastructure, applications, 
systems networks and workforce must satisfy NETWARCOM and Federal Information Security compliance goals in 
order to prevent service interruptions and/or shut-downs of an application, network, circuit, and/or user account.

.

2.0 SCOPE: This Statement of Work (SOW) addresses the information assurance technical services required as 
follows:

IA Program Management Tasks:

•  Work with Assistant CIO for IA to define and document IA business processes.

•  Provide technical and application support to field component IA workforce and Program Management team 
members. This may be in the form of training or process improvement coverage.

•  Coordinate IA strategies and planning efforts at the direction of the Assistant CIO for IA.

•  Coordinate with Field IAM on Navy Firewall Compliance tasks

•  Assist CIO in administration and tracking of NAVFAC User Awareness Training

•  Provide quality assurance review and tracking for all System Security Authorization Agreement (SSAA) documents 
in accordance with prescribed by NETWARCOM guidance for all NAVFAC applications, systems, servers, and 
networks by 30 September 2007.
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•  Support CIO in the accurate reporting of FISMA data to DON in prescribed formats and timeframes

•  Assist CIO in working/resolving Personally Indentifiable Information (PII) issues, incident and/or data calls.

•  

IA Program Management Application Initiatives

•  Manage and update the content of the IA Application, which resides on the NAVFAC Portal.

•  Provide ongoing IA technical support to NAVFAC Information Assurance Managers on the execution, 
management, and tracking of Information Assurance Vulnerabilities and NETWARCOM tasking, including the 
development of IAM standardized procedures for IAVM Management.

•  Work with NAVFAC Assistant CIO for IA personnel in the development of briefs, presentations, and other 
reporting instruments for IA Application initiatives.

•  Prepare NAVFAC HQ updates to field activities regarding IA Application compliance issues, status, (such as e-
mails, telephone contacts), and correspondence as required to provide effective command-wide program 
communication.

Business Process Enhancement Support

•  Work with the NAVFAC Information Assurance Managers (IAMs) to document solutions and develop and 
maintain a method for their dissemination.

•  Work with the IA Application workforce points of contact/team members to define specific IA Application business 
processes, which can be modified/tailored to optimize command resources while complying with 
Navy/NMCI/NAVFAC program requirements

3.0 SKILL SET: Strong oral and written communication skills and Project management expertise.

4.0 LEVEL OF EDUCATION/EXPERIENCE: A minimum of five years of demonstrated experience in providing 
technical support for large Information Assurance and/or Information Security programs is required. Specialized 
expertise working with Federal and/or Defense Information Assurance, DITSCAP, FISMA and/or CISSPcertification 
is highly desirable.

5.0 PERIOD OF PERFORMANCE: The period of performance is one year from notice to proceed with three option 
years.

6.0 PLACE OF PERFORMANCE: NAVFAC Headquarters, Washington, D.C.

.
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SECTION D PACKAGING AND MARKING
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SECTION E INSPECTION AND ACCEPTANCE

not applicable
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SECTION F DELIVERABLES OR PERFORMANCE

CLIN - DELIVERIES OR PERFORMANCE

The periods of performance for the following firm items are from date of task order award through 12 months 
thereafter, estimated at:

   

2000 5/30/2007 - 5/29/2008

2001 6/12/2007 - 5/29/2008

2002 5/29/2008 - 5/30/2009

2003 5/30/2008 - 5/29/2009

2004 3/12/2009 - 5/29/2009

The period of performance for the following option items are from date of option exercise through 12 months 
thereafter, estimated at:

   

5000 5/30/2009 - 5/29/2010

5001 5/30/2010 - 5/29/2011
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LLA : 
AC 17 09131205 2593 25225 0 068732 2D 9RC075 AA000271CIOQ 
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SECTION H SPECIAL CONTRACT REQUIREMENTS

not applicable
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SECTION I CONTRACT CLAUSES

Standard clauses shall apply
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SECTION J LIST OF ATTACHMENTS
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