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SECURITY POLICY COMPLIANCE

Compliance Made Easy

Benefits
CSC believes that a true 
contractor-government 
partnership is one based on 
total mission commitment 
and trust. Our security work 
with the EPA is a fine 
example of this true 
partnership and finding the 
joint vision and the roadmap 
to effective security 
management. Jointly, CSC 
and EPA people addressed 
security processes and 
technology and their efforts 
resulted in the EPA improving 
from a historical (D-) FISMA 
score in 2002 to an A+ in 
FY2005.

Security Policy Compliance 
and Reporting 
Demonstration
CSC’s Enterprise Network 
Managed Services Center of 
Excellence (ENMS COE) 
serves as an optimal 
environment for research, 
development, evaluation and 
testing. Automated 
compliance management 
tools are fully available in the 
COE for demonstration. 
These tools have enabled 
CSC to create a standardized, 
repeatable process, which 
provides a more cost-

 

efficient bottom line.
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Compliance Management and Reporting

Know your rules:

 

Visibility 
is key to identifying gaps 
and simplifying 
management. CSC brings 
the expertise and tools to 
efficiently catalog, control 

and cross-reference your policies and 
procedures down to individual 
requirements. We can visually model your 
organization’s compliance with applicable 
laws and regulations. When rules change, 
we can also show you the shortest path to 
reach your new security goals.

Set your targets:

 

Whether 
you operate in the federal 
or commercial sectors, your 
organization is required to 
identify deficiencies and 
plan for improvements. 
CSC automates this tailoring and reporting 
process so you can know your “report card”

 

early and measure the risks specific to your 
organization. We deliver the actionable 
intelligence you need to cost-effectively 
plan your future investments to address 
your security priorities.

Monitor compliance in real 
time:

 

Has your network 
grown out of control?  
Have unprotected wireless 
and mobile computing 
devices extended and 

exposed your perimeter? Policies and 
procedures are only effective when 
enforced. CSC can routinely audit your 
security infrastructure and systems to regain 
control of your network and ensure 
consistent compliance with your security 
objectives. 

Data Protection and Auditing

End-point security:

 

Laptops, 
PDAs

 

and other mobile devices 
are the weakest link in your 
organization’s security. Once 
they leave your facility, you lose 

control. You must support your users’

 

telework and travel requirements, but you 
can’t afford any negative publicity for data 
theft. That’s why CSC offers comprehensive 
protection for your clients and networks.  

We arm your laptops and mobile 
devices with Federal Information 
Processing Standards (FIPS) 
certified encryption so your 
information is safe on the road, 
even if your hardware is lost or stolen. 
We even protect your users against outside 
threats like unsafe Web sites and e-mail 
traffic. Users are warned of unsafe actions. 
Dangerous scripts and phishing attempts are 
stopped in their tracks. Nothing is sent, 
received or transferred from these devices 
without your approval. Every action you want 
to monitor is logged.

Further, we protect your 
network from any threats your 
users may bring back with 
them. New and returning 
computers will get a “check-up”

 

before they reconnect, ensuring they have 
the latest anti-virus/spyware running and that 
they meet your hardening requirements.

Compliance costs –

 

and the rules keep changing. New laws and complex standards like FISMA, 
HIPAA, SOX, GLBA, FFIEC, COBIT, DCID, Base II, COPPA, ITIL, ISO 17799 and PCI DSS are 
moving targets. Each new requirement multiplies expenses across the enterprise. CSC’s 
managed security services reduce costs and keep you ahead of the

 

power curve with easy “out 
of the box”

 

compliance solutions.
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Network Information Flow Enforcement:

 

It’s all about your data. Your IT 
investments support your critical business 
processes. However, conventional access 
controls can be bypassed by 
administrators and are complex to 
manage. CSC ensures real-time 
information access enforcement and 
auditing with state-of-the-art technology. 
We help you rise above the multitude of 
files, folders and firewall rules to clearly 
see and positively control how information 
really flows through your enterprise. And, 
because we operate at the lowest level, 
even administrators have to play by your 
rules. You have complete control over 
data in transit and at rest. Finally, we 
ensure full compliance with your auditing 
requirements so you’re covered if you 
suspect unauthorized attempts to access 
or leak information out of your networks.

Beyond Netcentricity…

 

The enterprise of the future will not only live on the Web, it will be the Web.SM

Summary of the Compliance Service
•

 

Laptop encryption                  

•

 

Control data movement

•

 

Control Web activity, unauthorized 
and/or malicious software 

•

 

Control interface devices (USB, printers)

•

 

Centralize log data storage

•

 

Log, warn or block user activity

•

 

Automated policy compliance 
statements 

•

 

Capture “zero-day”

 

attacks so they can 
be more quickly mitigated

CSC’s Security Policy Compliance and 
Reporting Service provides:

•

 

Media protection (NIST 800-53, MP1,2,5)

•

 

Access control protection (NIST 800-53, 
AC 1 –6,13,19)

•

 

Audit and accountability services (NIST 
800-53, AU1-9,11)

•

 

System and communication protection 
policy and procedures (SC 1-7).

Whether you’re charged with protecting 
information in the public or private 
sectors, CSC’s Security Policy Compliance 
and Reporting Service makes compliance 
easy and affordable, right “out of the box.”

Reporting
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Data Loss Protection 
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